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REMARKS 

Upon entry of this amendment, claims U 3-5, "-IS. 20-23, 29, 31, and 46-50 will 
be pending. By this amendment, claims 6, 24-26 and 28 have been canceled; and claims 
1. 3-5, 7-13. 18, 20-23, 29, 3 1, and 46-50 have been amended. No new matter has been 
added. 

1 ! 2 Rysumo \ ( n 11 ^ f • <^ 28. 29. 31 and 46 -50 

in Section 5 of the office action dated June \ , 2010 ("the Office Action'!, claims 
1. 3-18, 20-26, 28, 29, 31 and 46-50 stand rejected under 35 U.S.C. 1 1 2, first paragraph 
for failing to comply with the written description requirement. 

Relevant claims have been amended to address the rejection. 

Accordingly, it is submitted dial, the rejection of claims i. 5-1 8, 20-26, 28, 29, 31 
and 46-50 based upon 35 U.S.C. §1 .1.2 has been overcome by the present remarks and 
withdrawal thereof is respectfully requested. 

P ,u , o« ( I am U 3-6. 8.0. U S. 20- 21 >6 W 19 md 46-49 

In Section " of the < Hike Action, claims 1 , 3-6, 8, 9 18, 20-2 j . 26, 28-29 and 46- 

49 stand rejected under 35 U.S.C. 103(a) as being unpatentable over Steenkamp et aL 

(U.S. Patent Publication No. 2004/01681 84; hereinafter referred to as "Steenkamp"). 

Regarding amended claim 1, it now recites; 

A method of adding a client as a member of a hub network, 
comprising; 
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(a) detecting a client connected to a server in a hub 
network: 

(b) authenticating die client to determine an identify of the 
client; 

<0 authmvire 'he <. uciH to determine fiat bvdun, ^ i 
eompjtamjev^ 
k us ed t t . fhvgud ne! i . 

(d) adding the client as a member in the hub network \vhen 

, g_ ■ , ' f ,u i i vd , . i< 
i < , » i >«', » 1 iJ <n j Vx. f .j- _onn\t*ni 
I the ggrej and 

(e) providing licenses for content data bound to the hub 
net work to members of the hub network, 

(n vvh e i i uufOc\UMrt m 'i'l't _omcd ' 

li t _ « i < < f K J U! i 

S t t, >n , ) .'oal lb > >>p 

(emphasis / limitation designations added) 

In addition to the arguments presented n responses to previous office actions 
(which are maintained here), following additional arguments are presented. 

Regarding newly-add limitations in (eg (d), and f 0 they now recite ^authorizing 
the client to determine that the client is a compliant device that operates according to 
too debned h he hob nuwott Mm the cheat $ i mcmbct m the hob network 
whets it ts determined dad the client has been detected, authenticated authorized, and is 
in a local en vironment of the server; . . . wherein a source version of the content data is 
stored on the server, and copies of the source versions are stored on the compliant device 
as sub-copy versions." 

These limitations, as well as limitations for claims 3-5 and 7-17, are disclosed in 
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at least Paragraphs [0030], [0032], [0081 J, [0086]-[0087j, [0090], and [0107] (of the 
Publication of the present application - Pub, No. 2004/0117484) as follows (emphasis 
added); 

stPaij Behnv igdjsn i ii^tu i- ifiunt 1 'e i t< * <! 

. i l h n ' . < \ o <' >< s ■ _ ^ kv 

< M _. < , J kl- i _ i i ■< , I <■ . 

i , v i, n n_ M > <>- ■ \j 
von . 1 mid ^ T h 1 ^ I ) iM'iuk 

JUtiH iVX les U llL l'\ R 10 < ") it t 1 i! J k l x 

the hob network HN1. .. . 

I eU >ta stored by the server is 

k oum\ 1'-, m ^o On .oytci U. hiOk h bj to,el 
p<lhi - i • ? . f opic US ' \. t < ' 
otjuvJ 1 I m < " _u 1 , j 

. ; i; t ? 

[0081] After successfully authenticating the client device, 
the server receives an add request to add the client device 
from a user, block 1820. The server waits to proceed wi th 
adding a client device until the server receives an 
affirmative request -from a user to add a specific client 
device. In another implementation, the server requests 
ipproval oi confirm U on from the user to add an 
authenticated device when the device is detected instead of 
waiting tor a request from the user. In another 
implementation, the server waits to authenticate the client 
device until after receiving a request or approval to add the 
client. 

[0086] In an alternative implementation, a server 
automatically attempts to add detected client devices upon 
detection o; u-vsa - t oi rule s to deter mine w hen to 
attempt to ad d conne cted client device^ >t 5 t 
ioglerKr .amis tlu seuu niton atna'K at cmp -« 
authenticate and authorize detected client devices, but does 
not add an authenticated, and authorized device as a 
member until after receiving a user request or approval. 

[0087] In another implementation, when t he device count 
t , > i In j )>k! Luv tu . 
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, s ini 4a ice, the sen et contacts a dvAis - - - ! 1 ' » 1 
^mr Hich as through an extent \\ x uu ik connect ioi - 
I he dewc otn' ewe uk ncrtv client 

device is to be added to the hub network or not. The device 
registration server maintains information for hub networks 
and their member devices. The device registration server 
can use various criteria to determine whether to allow the 
client device to be added or not. fa one implementation, the 
d ! k 0 u oi I'niiuffu Jii mlo a It ^ 
many huh networks 10 whieh the client device has already 
been added a amembei in anothei mplen me. n he 
device a-gistratiot! sen em spuy !h s um uofokwiees 

ham kkhO tot it ! su !<o ' i 1 it-C limit 

h ow um i he ehust dc\ i t to 'x added d Ok dm ko count o 
below the second device limit. . . . 

[0090] 1 he server disables die licenses tor sub-cop.s 
>osu o n kg- hound t ! " 

n»j H< , . d 1 lovk 1910 

Ihcsenci > i i 1 i m to the the ?i indicating 
the sub-copy versions to be di ibl< 1 md he cliei disables 
the corresponding licenses. In addition, the removed client 
device will not be able to receive a new license or he able 
to refresh an existing license for a bound instance bound to 
the hub network from which the client device was removed. 
In one implementation, a compliant client device 
automatically disables all licenses for sub-copy versions 
stored on the client and for bound instances bound to the 
hub network from w hich the client has been removed once 
the client has been removed. Removing a client from one 
bub networl lot not nece iriiy disable lb use for sub 
cops \eismns foi bono 1 msmnce^< r.nd so anothei hub 
network. 

[0107] ... In one implemen aiion a ic»\c f • an re vol eake> 
!» OvU.ntult!k\ u o > ] 1 ■ 
in ibis case the server requests compliant devices disable 
the revoked \ e\ so that the revoked kc\ v\ I 1 not be used to 
access secure media content, 

In addressing the limitations of claim I , as well as other claims, the Office Action 

cites Steenkamp, Paragraphs 60, 65, 68, 98, and 102, where 'licenses are granted (issued) 



15 



Serial No. 1*1/686,954 
Reply to Office Act ion dated June 1, 2010 



only to clients who have been added as members (subscribers) of the digital i ghts 

mi >rl Further, these para iphs seen o refer to term uch as content distribute! 

authentic* id lie se rhc paragraphs of Stcenkamp e recite tere ? encc 

(emphasis added); 

[0060] Each of the content distributors 20 caches content 
received from must pie content prm iders U and thus 
assists with the temporary storage of content near the 
''edges" of a network so as to reduce network congestion 
thai would otherwise occur were a content provider 1 6 to 
distribute content responsive to every content request 
received from a content consumer. Each content distributor 
20 is equipped to respond to requests received via the 
network 18 nam he m dtiplt conies t Jestinations 22 (t g 
subscribers or other types of content eon.sur.ne.rs) within a 
Specified service area or conforming to specific criteria. 
Specifically, a content distributor 20, after performing the 
necessary authorization and verification procedures, may 
forward content that, it has cached to a content destination 
22 or, i f s uch content has not been c ached, may i ssue a 
mqu^t loi Pk, ^oanuoiruito iciuut u wdu In 
For example, if the content comprises a live "broadcast", 
the content may he directly forwarded via the content 
distributor 20 to the content destination 22. 

[9065] The exemplary content distributor 20 is shown to 
u st K onta 1 1 s*,j <. ! 1 io 1 , i sh _ n s. 

Alternatively, the digital rights agent 28 may be located 
remotely from the content distributor 20. and accessed by 
the content distributor 20 via the network 18. The local 
content serve- 41 1 m w aaatr he a -fm u? \v ),-fr.<-u^i 
that streams cached (or freshly received) media. The digital 
rights agent 28 operates to provide intelligent content and 
revenue security to content providers 16 by processing 
access and revenue criteria, personalizing content for 
delivery to a content destination 22. and. personalizing and 
managing key delivery to a content destination 22. Broadly, 
the dig t i ! thenticate 

coj tent destination 22 (e g utiii is t se< in tofce is - sd 
X..509 certificates), securely to retrieve and cache product 
key information and content rights (e.g.. access criteria). 
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and to forward processed transactions to a commerce 
semee pios tde* 4 -1 it e a < aM o|x> ma > in paoMdes 
hilling and clearance sen ices 1 -t viu 'K l nmtai nchts 
agent28 may evaluate a content request, received at the 
content distributor 20 from a content destitution 23. based 
on access criteria specified by a content provider 16, local 
date and time information, and user credentials and 
authentication. If a content destination 22 is authorized 
and/or payment is cleared, requested content ought 
>pt ! do he lee pled »on dh m matked, 
personally re-encrypted and delivered to the content 
destination 22, 

[0068] To review, the content distribution system 10 is 
implemented by a distributed collection of digital rights 
sen.: ~o dictid o v hts acui^ 28 md Imeo i mlm v aim 
48 that operate in conjunction with media servers and 
ue\\tos> de\ ic^C c pi ^ ss to pu-ucteJ the rmhis ot a 
content provides )6m pec lit content \ hik fa iLitalu * 
the widespread distribution of content. A digital rights 
server 36 enables the content provider 1 6 to encrypt and 
a^oeucYaece^ itoi.iu, pas~pei-ue%\ pay~pej~tinu.\ 
hs iption the >ntcnl fh« hgitai right >6 t v 

manages subscriptions and provides monitoring and 
statistic tools to a content provider 16. A digital rights 
agent 28 is a cryptographic component that insures that 
content rights {c g . access criteria.) as defined b> content 
providers 6, an forced. D ht> agents 28 are 

b ed vv ititin a dmu ibution netw ork (c g at an edge 
server) and validate subscriber content requests against, lor 
example, content access criteria, local date and time, and 
subscriber credentials. A digital rights cheni 48 is located at 
< dcstm.umn de\ see < . g the PC . a S 1 B and mobile 
phone, came console ot the hie) and manages an interface 
between a secure device 46 and a subscriber. 

1 00981 A digital rights agent 28 also operates to create 
i ^ ws dsmskit vi a a uonio t 1 1 > to 

, „ >-)>e , ^ t gmo ' • v.v- gMli.o' mm 
iLvK < r ... >Uu 1 1 1 I < k A * 1 > i > l> 
^gln^igcit - , , , . , ,v 'mot^ based 

or <h> id a a < » 1 u 4' In sonctoo, 
umtunnm " <. sunt <. <e ! ho? access., to the 
contenihii! v hrouA mole ac essja>ntrg| t't.e., 
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cement is not delivered from a content distributor 20 until 
user rights of a content consumer to access the content have 
been cleared). 

[0102] The content destination 22 (e.g., a secure device 46 
o <( rated ^ acoment con unci > !■> -kovsn n> toques! and 
ecc \ v it. en-* if m a digital nghts agent 8. In oik 
ihodun i KJ n : bi vem i icon 

• <- n-r t rights owner < t e . s content pj.n <dci 
1 6), and a commerce service provider 42 {e.g.. a CRM 
operator ) lor a content consumer. The license is issued if an 
access policy associated with the requested content is 
satisfied, and the content consumer's account is in order. 
Such a license typically contains a content decryption key, 
and certain rules governing die use of the decryption key. 
The content destination 22 is also shown to receive content 
from the content distributor 20. this content typically being 
encrypted and requiring the above-mentioned content 
decryption key for access. 

However, these paragraphs fail to teach or suggest the limitations as recited in 

amended claim 1 s as well as other claims dependent from claim 1 . For example, none of 

the cited paragraphs specifically teach or suggest "authorizing the client to determine that 

tkilo muj inn k li^ilnnv. «o ■ v * ■ _ > _ son hat 

network 5 *. Further, the cited paragraphs fail to teach or suggest "adding the client as a 

member ai die hub network when it :> den o i >e d i u ; * ■ uv 

ao Ivnnc mat, aiuhon/ed e i - , r i <; ^uiohk •! < - v;af Imrdien uc cited 

paragraphs Lni to te i 1 ot u<>> 1 eh on i so tmv u_i, mi > I tk , rm a d i i sto d 

i K scrsei njdc i lh suim. eery n uy t Jon ft enyTu dcy c 

cop\ \ cryionT 

Based on the foregoing discussions, claim k and its dependent claims 3-5 and 7- 
17, should be allowable over Steenkamp, Regarding independent claims 18, 29, and 46, 
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similar arguments as those of claim 1 apply to these claims. Therefore, claims 18. 29, 
and 46 should also be allowable over Steenkamp. Since claims 20-21 and 47-49 depend 
from one of claims 18, 29, and 46, claims 20-21 and 47-49 should also be allowable over 
Steenkamp. Claims 6, 26 and 28 have been canceled. 

Accordingly, it is submitted that the rejection of claims L 3-6, 8, 9. 18, 20-21, 26. 
28-29 and 46-49 based upon 35 U.S.C. § 103(a) has been overcome by the present 
remarks and withdrawal thereof is respectfully requested. 

$10 k^, 1 <: t i f cam 7 and 22 

In Section 24 of the Office Action, claims 7 and 22 stand rejected under 35 U.S,C, 
103(a) as being unpatentable over Steenkamp, as applied to claims 1 and 18 above, and 
further in view of Karapcrman (U.S. Patent Publication No. 2005/0273608). 

The arguments presented m responses to previous office actions are maintained 
here, and following additional arguments are presented. 

Based on the above discussions regarding claims I and 18, since claims 7 and 22 
depend from claims 1 and 18, claims 7 and 22 should also be allowable over Steenkamp. 

Further, amended claim 7 now recites: 

The method of claim L wherein determining that die client 
is a compliant device comprises 

sending a compliance confirmation request to the client to 
request information from die client to confirm that the 
<. !<mi m'UM \ th i « 1 m aJiJhsetVvLi 

Amended claim 22 now recites: 
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The method of claim 1 8, wherein said compliance 
mfs nnatiun nd <. ita that I n v 1 ugha ;ndeg.ice w Unoi 

„ ( in , ls j u • > Ik • i> n,T ,hi Lmu j 

member. 

The Office Action states that K.arapernmn discloses authenticating the client 

including sending a compliance confirmation request to the client . .T in Paragraphs 5, 6, 

29-31, which are recited here; 

|()005] Otic way of protecting content in the form of digital 
data is to ensure that content wi.lt only be transferred 
between devices if 

0)006] die receiving device has been authenticated as being 
a compliant dev ice. 

[0029] In an embodiment the common secret has been 
shared before performing the distance measurement, the 
sharing being performed by the steps of 

[0030] performing w authentication check from the first 
communication device on the second communication 
device by cheeking whether said second communication 
device is compliant with a set of predefined compliance 
rules, 

[0031] if the second communication device is compliant, 
sharing said common secret by transmitting said secret to 
the second communication device. 

However, none of these paragraphs teach or suggest "sending a compliance 

confirmation request to the client to request information from the client to confirm that 

the client will abide by the rules defined for a hub network" or "wherein said compliance 

information indicates that the These paragraphs ofkamperman merely recite 

"performing an authentication check from the first communication device on the second 

communication device by checking whether said second communication device is 



20 



Serial N< 10/686,954 
Reply to Office Action dated June I, 2010 



compliant with a set of predefined compliance rules." 

Accordingly, it i s submitted thai the rejection of claims 7 and 22 based upon 35 
U.S.C § 103(a) has been overcome by the present remarks and withdrawal thereof is 
respectfully requested. 



hj\ t \^voi o! { hum 10 2? :s^uid^ 



In Section 27 of the Office Action, claims 10, 23, 28, and 31 stand rejected under 
35 U.S.C. 103(a) as being unpatentable over Steenkamp, as applied to claims 9, 1 8, 26, 
and 29 above, and bather in view of Fransdonk (U.S. Patent Publication No. 
2003/0167392). 

The arguments presented in responses to previous office actions are maintained 
here, and following additional arguments are presented. 

Further, claims 1.0, 23, and 31 have been significantly amended. Accordingly, 
Fransdonk fails to teach or suggest the limitations recited in these claims. 

Based on the foregoing discussions, claims 10, 23, and 31 should be allowable 
over the combination of Steenkamp and Fransdonk. Claim 28 has been canceled. 

Accordingly, it is submitted that the rejection of claims 10, 23, 28. and 31 based 
upon 35 U.S.C. § 103(a) has been overcome by the present remarks and withdrawal 
thereof is respectfully requested, 

SOU Roe. ■ ' 1 * ■ ir^ J" 1 ^md Ju 

In Section 32 of the Office Action, claims 11, 12 and 50 stand rejected under 35 
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U.S.C. 103(a) as being unpatentable over Steenkamp, as applied to claims 9 and 49 
above, and further in view of Uhiik (U.S. Patent Publication No, 2007/01 12948). 

The arguments presented m responses to previous office actions are maintained 
here, and following additional arguments are presented. 

further, claims 1 b 12, and 50 have been significantly amended. Accordingly, 
Uhiik fails to teach or suggest the limitations recited in these claims. 

Based on the foregoing discussions, claims 1 b 12, and 50 should be allowable 
over the combination of Steenkamp and Uhiik. 

Accordingly , it is submitted that the rejection of claims 1 L 12 and 50 based upon 
35 U.S.C, § 103(a) has been overcome by the present remarks and withdrawal thereof is 
respectfully requested. 

0 llejctt on ei Uai i 1 > a id 

In Section 38 of the Office Action, claims 13 and 2 5 stand rejected under 35 
U.S.C. 103(a) as being unpatentable over Steenkamp, as applied to claims 1 and 18 
above, and further in view of McCann ei al (U.S. Patent No. 7376,840; hereinafter 
referred to as "VlcCamT). 

The arguments presented in responses to previous office actions are maintained 
here, and following additional arguments are presented. 

further, claim 13 has been significantly amended. Accordingly, McCann rails to 
teach or suggest the limitation recited in tins claim. 

Based on the foregoing discussions, claim 13 should be allowable over the 
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combination of Steenkamp and McCann. Claim 25 has been canceled. 

Accordingly, it is submitted thai the rejection of claims 13 and 25 based upon 35 
ILS.C, § 1 03(a) has been overcome by the present remarks and withdrawal thereof is 
respectfully requested. 

MOS hl-ieaionu* t Luris _i 1 " 

In Section 41 of the Office Action, claims 14-17 stand rejected under 35 U.S.C. 
103(3} as hchm unpatentable over Steenkamp, as applied to claim I above, and further in 
view of Ahhuri et ah (U.S. Patent No. 7,203,966; hereinafter referred to as "Abburi"}- 

The arguments presented in responses to previous office actions are maintained 

here. 

Based on the discussions made in the previous office actions, claims 14-1? should 
he allowable over the combination of Steenkamp and Ahbori, 

Accordingly, it is submitted mat the rejection of claims 14-17 based upon 35 
U.S.C. § 103(a) has been overcome by the present remarks and withdrawal thereof is 
,< spec \ ib request d 
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Cofiduskm 

! S % f 1 ! r ii ipp j a c i nulls km i <. i f t i o laims 
1, 3-5, 7-1 8, 20-23, 29,31, and 46-50 in view of the remarks and submit that ail pending 
c n Uv. t it i on* iti n fot J < vane* 

in the event that additional cooperation in this case may be helpful to complete rts 
prosecution, the Examiner is cordially invited to contact Applicants representative at the 
telephone number written below. 

Respecffu 1 1 y subm iited, 

*>ated: /*> " / ~ (° By: 0 

Samuel S, Lee 
Reg-No, 42,791 

Proeopio, !\ny liargreaves & Savitch TIT 

B SfceL None * vo 
San Diego. California 92 1 0 1 -4469 
(619)525-3821 
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